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Require security clearances for
certain information
While the ‘need to know’ principle applies to all information, more
protection is needed when it comes to access to sensitive and security
classified information or resources. Due to the potential harm associated
with compromise of that information, your agency needs a high level of
assurance as to a person’s integrity. This can be achieved by requiring
that every person with an ongoing need to access security-classified
information has a valid security clearance to the appropriate level, as
shown in the table below.
Sensitive information Security classified information
OFFICIAL OFFICIAL: PROTECTED SECRET TOP SECRET
Sensitive
Security Security Security Baseline Negative Negative
clearance clearance not clearance not security Vetting | Vetting 2
required required; pre- required; pre- clearance or security security
employment employment above clearance or clearance or
screening is screening is above above
sufficient sufficient
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0 Manage access to information
Along with establishing policies that detail who can access what sort of
information, your agency must also manage the access itself. To do this,
your agency’s general and ICT systems need to be well-structured and
robust so that people have the right tools to access the information they
- need to do their jobs.
Some good access management strategies include:
* implementing formal user registration and deregistration procedures for
granting and cancelling access to information systems
* establishing processes to uniquely identify and authenticate people each
time they seek access
* adopting strong authorisation processes to control access to your
agency’s ICT systems, networks (including remote access), infrastructure
and applications.
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